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PoC - cuctema nepegaum ronoca u BUAEO B pearibHOM BPeMeHMU
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CepBep POC

poyTep CeTeBOM 3KpaH
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Cetb IP




Cucrtema xpaHeHus1 BUgeo3sanmcemn

NMokanbHaa cxema

Bugeoperncrpartopbi MHTerpupoBaHHbIN KANEHT
: ynpasneHusa (IDS)

3apsanka n cbop AaHHbIX

MoakntoyeHre Tonbko Mo 1 WT., py4yHoe
cKa4yMBaHWe AaHHbIX

Yepes USB-Kabenb

MHorogyHKuMoHanbHoe
3apAfAHoOe YyCTPOMNCTBO

7z

[o 18 ycTporcTB Ha 3apsigke u cbope AaHHbIX
BcTpoeHHbin USB-xab

Respond & Achieve



Cucrtema xpaHeHus1 BUgeo3sanmcemn

Cuctema ynpasneHuA

Cxema c XpaHeHnemMm n ynpasneHuvem Ha cepBepe —|
(MDM Pro)

Web-knuneHt B

MDM Pro

Buaeoperucrparopbl
MHTerpMpoBaHHbI KANEHT
ynpasnenusa (IDS)
Bapsigka n cbop AaHHbIX —
MoakntodeHne TonbKo No 1 wWr., pyvyHoe
CKayMBaHue AaHHbIX

Yepes USB-Kabenb

MHorodyHKUMOHaNbHOE
3apagHoe YCTPOMCTBO

CepBep XpaHeHus
AaHHbix (DEM)

[o 18 ycTpoicTB Ha 3apsiake
1 cbope AaHHbIX
BcTtpoeHHbii USB-xab

Web-KknueHr
DEM
Respond & Achieve



OnuncaHne naatoopm




IDS — UHTerpupoBaHHbIU KNTUEHT ynpaBrieHUs

BHewHun Bug

> Digital Evidence Manager BocnpoussedeHue | Hytera™ smartnou C60p OaHHbIX

: Lol
Officer Marked files Recording Time

Task List

2017/10 to Search

1 By record time
RVM

Record Time: 2017/10/16

files / MB ‘P Port: DSJ-HLFB1A10000011 ‘P Port: DSJ-HLFB1A10000012

201704 B sN:0607RD0011 B sn: 0607RD0012
Record Time: 2017/10/13 00:00:18
files / MB Officer ID: 102 Officer ID: 102
Record Time: 2017/10/13 11:02:39 Record Time: 2017/10/13 11:02:34
Record Time: 2017/10/12 CaseNo:  nol43434 CaseNo:  nol43434 Message
files / GB Mark:

| Message content

Record Time: 2017/10/10 1 5
files / MB ¢ - 3 Time Message

2017/10/17 17:03:53 Device failed to execute file collection task "SiERE"

2017/10/17 17:03:34 Device starts excuting "EUEsEEE" task

2017/10/17 17:03:16 Device successfully executed file collection task “HaESeE"

.‘§‘:\- 20171101 L ( 2017/10/17 17:03:14 Device starts excuting *BdBseEE" task

N 3
1/ 1Pages QAO‘OMW - 2017/10/17 17:02:36 Device successfully executed file collection task "EHESEeE"
Officer ID: 102 Officer ID: 102
Record Time: 2017/10/13 11:00:46 Record Time: 2017/10/13 10:59:22

. Case No.: nol43434 Case No.: nol143434
Audio: Mark: Mark: 2017/10/17 16:59:45 Device successfully executed file collection task "SERE"

2017/10/17 17:02:34 Device starts excuting "BUEREE" task

2017/10/17 16:53:45 Task "BaEsEEE" finished

. Video: 2017/10/17 16:59:39 Device successfully executed file collection task “SiEFeE"

. Photo:

Available:

2017/10/17 16:59:29 Device starts excuting "BHESREE" task




IDS — ®yHKUMoHan

h' SMART MDM

Awating (3)

» [lonHoe ynpasneHue ycTponcTBamm

» [1pocmoTp n BocnpousseneHne
BNOEO

» ABTOMaTU4YecKas BbIrpy3ka LaHHbIX
Ha cepsep (DEM)

» ABTOMaTU4eckoe ygarneHue
BbIFPY>KEHHbIX JAaHHbIX U3
yCTpoucTBa

» [lonHasa KoHMaeHUNansHOCTb
nosly4eHHou NHopmaumn
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DEM — CepBep xpaHeHUA AaHHbIX

BHewHuMn BUA

@ Digital Evidence Management -E‘ I test ¥  Help

Photos Audios Videos File Name/Officer Name/Officer ID/Device SN Q,  Advanced

Root Group Recorded , FileName #4 FileSize 4 Importance 4§ Officer Name $§ OfficeriID % Group Name 4% DeviceSN 4 StoragePath 4§ Tag

32:;?02_1? Uik 012625AA.AAC | 9.16MB Sidorov 168888 Root Group 18112A1082 system

52;45—02—17 ot: 011625AA.AAC Sidorov 168888 Root Group 18112A1082 system
2014-02-17 01:

06:35 010625AA.AAC Sidorov 168888 Root Group 18112A1082 system

005624AA.AAC Sidorov 168888 Root Group 18112A1082 system

56:25

igjztoz_ﬂ 0: 004624AA AAC Sidorov 168888 Root Group 18112A1082 system
;gj;i-OZ-'IT oc: 003624AA.AAC Sidorov 168888 Root Group 18112A1082 system
2014-02-17 00:
26:24

O
1
O
(I
[ 2014-02:17 00:
O
1
O

002624AA.AAC | 9.16MB Sidorov 168888 Root Group 18112A1082 system

Showing 1 to 6 of 145 rows

Respond & Achieve




DEM - ®yHKumoHan

@ Digital Evidence Management

Photo Audio Video

Download

CJan

{1205 08:1

922AAMPA

Previous

Respond & Achieve

File Name/Officer Name/Officer ID/Device SN

L

B dengzhi v

Advanced

71205 03:2.,

112606AA.MP4

O6paboTka 60nbLNX MaccnBOB
AaHHbIX

MexaHn3am pesepBMpoOBaHUS
MexaHnam pacnpeneneHus
Harpysku

BoaMoXXHOCTL paboThl Ha
BUPTYyanbHON MalunHe (Mnn B
obnake)

ABTOMaTUYeCKas 3arpy3ka AaHHbIX
C BMAEOpPEerncTparopos
AyTeHTudurKaumna nonb3osaTenen
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NMepcoHanbHbIe BUAeoperncTpaTops.l

CpaBHeHue pyHKLUOHaNa

Cuctema ynpassieHus
O6HOB/EHME U NPOrPAaMMUPOBAHUE Yepes
cepsep

nNUcb H ya BM B peXum MCTEeMA XPaHEHUA B, nucei
3anucb Ha MNMepeaaua €0 B pe e Cucrema xpaHe eosanuce
OVHKLMA PeweHue PoC

YHKL, BHYTPEHHIOI0 peanbHOro BpemeHu

namartb

YcrpoiictBo JNlokanbHoe
3G/4G/Wi-Fi 3G/4G JNokanbHoe Ha cepsepe 3G/4G/Wi-Fi MHOrono3snunoHHoe
3apsAAHOe YCTPOMCTBO

TonbKo Wi-Fi
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